DECLARATION
ON JOINT EFFORTS AGAINST CYBER THREATS IN ATM

We, the undersigned, realize that digitalization of ATM increases cyber threats and addresses new
challenges to aviation.

Recalling further the ICAO Assembly Resolution A39-19, addressing Cybersecurity

in Civil Aviation, and the importance and urgency of protecting civil aviation's critical infrastructure
systems and data against cyber threats by, inter alia:

a) implementing global, regional and State-level strategies on cybersecurity in civil aviation based on a
shared vision;

b) increasing the resilience of the global aviation system against cyber threats that may jeopardize the
safety, security and efficiency of civil aviation; and

Recognizing that cyber incidents can affect critical civil aviation systems worldwide, including
the availability of information and communications technology systems, and the integrity and
confidentiality of data, all of which the aviation sector is increasingly reliant on; and

Considering the need to facilitate and encourage initiatives worldwide aimed at addressing
cybersecurity in a collaborative, comprehensive and cross-cutting manner;

We are committed to:
1. Jointly placing efforts to mitigate and minimize the risk posed by cyber threats as much as possible;
2. Developing cyber capabilities applied to aviation that should be used

for the benefit of improving safety, efficiency and security;



3. Maintaining collaboration and exchange between organisations for the development of an effective
and coordinated framework to address the challenges of cybersecurity in civil aviation;

4. Reiterating our efforts to develop a robust, efficient and sustainable civil aviation system.
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